PGP kev operation Hands on Exercise.

JPCERT/CC

1. Before starting to learn.
i. Check the version of your GnuPG
@D Check your GnuPG version.

b1
$ gpg —-version

gpg (GnuPG) 1.4.6

Copyright (C) 20@& Free Software Foundation, Inc.

This program comes with ABSOLUTELY NO WARRANTY.

This is free software, and you are welcome to redistribute it
under certain conditions. See the file COPYING for details.

Home: ~/.gnupg
Supported algorithms:
Pubkey: RSA, RSA-E, RSA-S, ELG-E, DSA
Cipher: 3DES, CASTS5, BLOWFISH, AES, AES192, AES256, TWOFISH
MD5, SHA1, RIPEMD166, SHA256, SHA384, SHAS512, SHA224
ression: Uncompressed, ZIP, ZLIE, BZIP2

Note: Please check the “Supported algorithms” and find what you can do.
This document is written with GnuPG 1.4.6

@ Use “gpg —help” or “man gpg” for manuals

Commands :

-5, —-sign [file] make a signature
——clearsign [file] make a clear text signature
-b, —--detach-sign make a detached signature
-e, ——encrypt encrypt data
-c, —-symmetric encryption only with symmetric cipher
-d, —--decrypt decrypt data (default)
——wverify verify a signature
—-list-keys list keys
--list-sigs list keys and signatures
--check-sigs list and check key signatures
—-—fingerprint list keys and fingerprints
—--list-secret-keys list secret keys
—-—gen-key generate a new key pair
—-—delete-keys remove keys from the public keyring
—-—delete-secret-keys remove keys from the secret keyring
—--sign-key sign a key
—--lsign-key sign a key locally
——edit-key sign or edit a key
—-—gen-revoke generate a revocation certificate
——export export keys
—-—-send-keys export keys to a key server
—--recv-keys import keys from a key server
—--search-keys search for keys on a key server
—--refresh-keys update all keys from a keyserwver
——import import/merge keys
—-—card-status print the card status
ard-edit change data on a card
—-—change-pin change a card's PIN
——update-trustdb update the trust database
——print-md algo [files] print message digests




2. Create public & private key pairs for GnuPG.

Summary of steps

@ Type “gpg -gen-key”
3
% gpg --gen-key
gpg (GnuPG) 1.4.6; Copyright (C) 2806 Free Software Foundation, Inc.
This program comes with ABSOLUTELY NO WARRANTY.
This is free software, and you are welcome to redistribute it
under certain conditions. See the file COPYING for details.

Please select what kind of key you want:

(1) DSA and Elgamal (default)
(2) DSA (sign only)
(5) RSA (sign only)

Your selection?

Find the above screen and choose “algorithm” of the encryption.

At this time, we’ll choose “DSA and Elgamal” as a default.

@ Some people say that 1024 bit not strong enough anymore. So we’ll
choose 2048bit for this time. After that we’ll have to think about the expire
date of the key pars.

Please select what kind of key you want:

(1) DSA and Elgamal (default)

(2} DSA (sign only)

(5) RSA (sign only)
Your selection? 1
DSA keypair will have 1824 bits.
ELG-E keys may be between 1824 and 4896 bits long.
What keysize do you want? (2@48) 2048
Requested keysize is 2848 bits
Please specify how long the key should be walid.

@ = key does not expire

<n> = key expires in n days

=<n=w = key expires in n weeks

<n=m = key expires in n months

=n=y = key expires in n years
Key is valid for? (@) [

Note: It is important to select expire period. It is basically up to your
security policy to decide this one. Several organization operate with 1 year.
If you choose one year for this, you have to notify to users about the

changing of the keys.




@ Type your “Real name” and “e-mail address” for this.

Please select what kind of key you want:
(1) DSA and Elgamal (default)
(2) DSA (sign only)
(5) RSA (sign only)
Your selection? 1
DSA keypair will have 1@24 bits.
ELG-E keys may be between 16824 and 4896 bits long.
What keysize do you want? (2048) 2048
Requested keysize is 2048 bits
Please specify how long the key should be valid.
key does not expire
key expires in n days
key expires in n weeks
key expires in n months
key expires in n years
for? (@) 1y
Key expires at 2009F02H20H 19B554352% IST
Is this correct? (y/N) y

You need a user ID to identify your key; the software constructs the user ID
from the Real Name, Comment and Email Address in this form:
"Heinrich Heine (Der Dichter) <heinrichh@duesseldorf.de>"

Real name: Keisuke Kamata
Email address: k-kamata@jpcert.or.jp
Comment :
You selected this USER-ID:
"Keisuke Kamata <k-kamata@jpcert.or.jp="

Change (N)ame, (C)omment, (Edmail or (0)kay/(QJuit?

Note: Please keep in mind that anyone can make your keys of e-mail

address. So what is the way that you can make sure that your key belongs

your key ? The answer is “fingerprint”.

@ Enter passphrase for 1st time

Change (N)ame, (Clomment, (Edmail or (0)kay/(Qluit? O
You need a Passphrase to protect your secret key.

Enter passphrase:

And 2rd time

Change (N)ame, (C)omment, (Edmail or (0)kay/(QIuit? O
You need a Passphrase to protect your secret key.

Repeat passphrase:

Note: Please do not forget this password and make sure the password is

strong enough for brute forcing.




® GnuPG automatically generate keys.

Change (N)ame, (Clomment, (EDdmail or (0)kay/(QIuit? 0O
You need a Passphrase to protect your secret key.

passphrase not correctly repeated; try again.

We need to generate a lot of random bytes. It is a good idea to perform

some other action (type on the keyboard, move the mouse, utilize the

disks) during the prime generation; this gives the random number

generator a better chance to gain enough entropy.
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We need to generate a lot of random bytes. It is a good idea to perform

some other action (type on the keyboard, move the mouse, utilize the

disks) during the prime generation; this gives the random number

generator a better chance to gain enough entropy.
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g: key 9A@F4F9E marked as ultimately trusted
public and secret key created and signed.

: checking the trustdb
g: public key of ultimately trusted key 36C268A3 not found
g: 3 marginal(s) needed, 1 complete(s) needed, PGP trust model
: depth: @ wvalid: 6 signed: @ trust: 8-, @q, @n, @m, @f, 6u
: next trustdb check due at 2009-82-20
10624D/9AQF4AFSE 2008-82-21 [expires: 2089-02-20]
Key fingerprint = B117 398B FDEA 6CE7 B439 2(C6 (57D 401B 9AOF 4F9E
Keisuke Kamata <kamata@sazabi.jpcert.or.jp=
2048g/7D4BDAB4 2008-02-21 [expires: 2009-02-20]

Notel: When generating the key pairs, the operating system needs many
random numbers. It is recommended to do something on the system for

that.

Note2: Read these messages carefully and should know the contents below
* Key ID
+ What is the “trust”
- Key Length

- Expires date

- Key fingerprint




® See your keys

% gpg --list-keys 9ABF4F9E
1024D/9ABF4FOE 2008-02-21 [expires: 2009-02-28]
Keisuke Kamata <kamata®sazabi.jpcert.or.jp>
2048g/7D4BDAB4 2008-02-21 [expires: 2009-02-28]

% gpg --list-keys kaomotao@®sazabi.jpcert.or.jp
pub 182407 ZZAZ31I3F Z005-U8-25

uid Keisuke KAMATA <kamato®sazabi.jpcert.or.jp=
2048g/6ATFFCOA 2005-08-25

1024D/9ABF4FOE 2008-02-21 [expires: 2009-02-28]
Keisuke Kamata <kamato®sazabi.jpcert.or.jp=>
2048g/7D4BDAD4 2008-02-21 [expires: 2009-02-20]

Note: Please remember the option “gpg --list-keys” you can list keys in your
keyrings. And you can use both Key ID and e-mail address. But, sometimes
e-mail address can not determine unique Keys. Because of e-mail
confliction problem like below:

k-kamata@jpcert.or.jp vs kamata@jpcert.or.jp

you can not determine these two by using kamata@jpcert.or.jp

(@ Where is the key files ?

1 kamota kamata 8034 2005-98-25 17: gpg.conf

1 kamaota kamata 78438 2008-92-21 20: pubring.agpg
1 kamata kamata 6le 2008-82-21 28 random_seed
1 kamata kamata 5054 2008-92-21 20: secring.gpg
1 kamaota kamata 1208 2008-92-21 28: trustdb.gpg

Just under the “.gnupg” directory of your home directory.

Public keys stored in : pubring.gpg
Private keys are stored in : secring.gpg
You can choose your favorite option in : gpg.conf

=> Please see the manual for more detail ©



3. Sign messages and verify it.
Let’s try to sign some text message with your privte key.

D Create file for encryption

¥ echo "This is a test message."” > test_sign
3 echo "T hope I can sign well." >> test_sign

% cat test_sign
This is a test message.

I hope I can sign well.

3
s 1

@ Let’s sign the file
1. Type as below and type your long passphrase too.
% gpg --clearsign test_sign
You need a passphrase to unlock the secret key for

user: "Keisuke Kamaota <kamato@test="
1824-bit DSA key, ID 89FF162E, created 2008-82-21

Enter passphrase: I

2. After typing your passphrase correctly, please try the “Is —1” and find
the file “test_sign.asc”. That is a signed file. Lit’s see the inside of file.



3 gpg --clearsign test_sign

You need a passphrase to unlock the secret key for
user: "Keisuke Kamata <kamata®test>"
1824-bit DSA key, ID 89FF169E, created 2008-082-21

$1s -1
Crul:
-rw-r--r-- 1 keycre users 48 2008-02-21 28:55 test_sign
-rw-r--r-- 1 keycre users 284 2008-02-21 28:58 test_sign.asc
$ caot test_sign.asc

BEGIN PGP SIGNED MESSAGE

: SHA1

This is a test message.
I hope I can sign well.
BEGIN PGP SIGNATURE
Version: GnuPG v1.4.6 (GNU/Linux)

1DADBQFHvWduyap204n/Fp4RAMKSAKCuS@y@TZEE FXGRKIxXRgyaldByxgCgscM8
BopYfzI1sHHhWWb3nnn9@t0=
=07A1

3. The verify process.

$ gpg --verify test_sign.asc
gpg: Signature made 2008FE02H 210 20B%584338%) JST using DSA key ID 89FF169E
gpg: Good signature from "Keisuke Kamata <kamato@test>"

Note: Please find the message “Good signature from” and that is a message

that gpg command can successfully verify the message. That means the file

is surely signed by your private keys.

4. If the file is not correctly signed...

% gpg --verify test_sign.asc
gpg: Signature made Z00RE02ZH21H 20B5584138%F 1ST using DSA key ID 89FF169E

gpg: BAD signature from "Keisuke Kamata <kamato@test>"

3

Note: You may find the message “BAD signature from” that means the file

may be altered by someone. Do you want to see the inside ?




$ cat test_sign.asc
BEGIN PGP SIGNED MESSAGE
: SHA1

saaThis is a test message.
I hope I can sign well.
BEGIN PGP STGNATURE
Version: GnuPG v1.4.6 (GNU/Linux)

1DE8DBOFHWWNduyap 204n/Fp4RAMKSAKCuS@yBTZEEFXGBkIxXRgyalldByxglgscMB

See and find the difference of the file contents.

4. Import public keys for your key rings.
If you want to send some encrypted messages, you need to get the public key of
that e-mail address. How to get ?
(D Searching by PGP key server
1. http:/pgp.mit.edu

2. httpi//pgp.nic.ad.jp

¢ These key servers are typically synchronized.

@ Try to find key for info@jpcert.or.jp with pgp.mit.edu

ndex info@jpeertorjp " - Mozilla Firefox = O] =]
File  Edit Miew Higtory Bookmarks  Toolz  Help " }

@ - (_\' - @ _) ,/»-ﬁ httpe/Ypep mitedu 1371 /pkelookupPeearch=infa! Q)| £ @v

Public Key Server — Index info@jpcert.or.jp "

Type bits /keylD Date User ID
pub 1024D/298F386F 2005/08/25 JPCERT/CC WW Group <ww-info@jpcert.or.jp>
pub 1024R/2C94D4ED 1997/01/10 JPCERT/CC <info@)jpcert.or.jp>

JPCERT/CC <cffice@jpcert.or.jp>

Which is suitable for you ? Try to click the “2C94D4ED”


http://pgp.mit.edu/
http://pgp.nic.ad.jp/
mailto:info@jpcert.or.jp

@ Get the key data in “ASCII” characters.

¥ Fublic § 9404ED " - Mozilla Firefox

File Edit Miew Higtory Bookmarks Toole  Help

@v @v @ @ @ | http:/ S pep mit 2dul 1371 Apke/lockupfop=eetisaarch= O|] |v|G00gIe
Public Key Server — Get = 0x2C94D4ED

Version: PGP Key Server 0.9.6

il ODMECHwAAAQQASYTFbhgCOvyhld AGa5XszWopHE/Kdh8IG4gEpICOSKUwgk7HI
Atdgx9IMcXodRMRvhINeLKpy TsbApcYwoZtmEZGgInTTQ7OnkYaKZIDFaoKGiciy
KzAQZMVQdpVI00odmBEfwWDydyDLRaho TnDvOGBePascdxMwujHVrLiyU 1O0ABRGO
HUpQQOVSVCIDQyASaWSMbOBgecGNIcnQub3luanA+iQCVAWUQMEXdx Tay4sINTt
AQETAP+MOO]NHXJ2DruiXudFpedeNrOxYJEMEZzMmkkMOm9d4NW5SvZxaz2g+pv
msvy5jwwjiHB/sBXdgyLirhWEmEUBWOCT1LJVGPA4g790PWGNKIOGe2r/Uspz Asto
EfisBHChe4U17Y05J9HIoWvMvD/76ea/dhI5VTWMID 1vLDwkgcWJADSDBRATH+2X
aV7RNSSAT4RArqUAJITV2Ped F4+zBOwlpwZ0ciRIBeQSQCTaxKgL2G5IBeDDv
RIPMIZi3gfyJAJUDBRATKusOHXpVO0ohgUBAYSS AMwlL IfmSIFVaVYFCbhCyrBxk
PxfU7Kyaj/0zeH+HZ2EEIo5C9qYs3jlds2Kd+zOkDun8MNFYT40pJznUPEWrvb4cvm
W583lunYBSDEj89+0CEw1al TJipCotbvFxJEywNRIrsy73T5BFLAYDMSmev4s+5x
VYFivQrZ8+D/105CKI+6 Kok AIQMFEDXDKOhGo9pz ZICfQEBOAOEAIGZdFLwms+Z
RKJrekGdltrZHqUJIKgBMthIhywnﬂp\a"‘l Hrn96EZanVTQJyCIfd2ahIU|4eyE

@ Type Ctrl-A and Ctrl-C on the browser, then open your notepad on your
windows, then Ctrl-V. You’ll find that you’ve got the key data in your buffer

B =3 - A
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zmi IRGQQEQIABGUCP j/dzAAKCRAHGIL Y9357 1 agkAJ4i PXAB+LGOCHyDet fM=ulY
ah8bZgCgZ JmBREZZHIMUL ZU4w]+I5Muulne JAEYEEBECAAYFAKF+/BMACgkQkIho
BEWDDRSM3wCelmtGAT1dbhnsINXJAL1Z INESuvoAoTlaRaZaSq4I0Z2 71 tEWTmMYWH
YWciEYEEBECAAYFAKXZF3EACGKQZBFHe+QrkQ9gjwlcDgPanG412d/5a3Cknkrx
Hzh1BG4AnBEVNTOupGSms6+1sx1SKDhSpz7hiEYEERECAAYFAJZIBE4AC gkQalyH
wADkaQE jTwCdHIh4bYYNbk/NZaBplaF49z JxgXUAnBwEBnnlzDjUtpdvUZ CsDLmXW
k3091 EYEERECAAYFAKL JToIACGkQI0LLKPx1/NA/QCgp=lyx2QXnfbl5ZpsZgaM
gBhu]ZoAnBEQoXYixy3vShUS8zQKtL tvl 711 EYEEXECAAYFA 8n+8kACgkYvd/
jnrLlz/MPrwCfel ItpocxKh78UmbFL7PRECmDZ rKY AoKdSENS3ChHLs@I7LKgSWXXE
DksRiEYEEXECAAYFAOEBRAACGKQBQHVTdr1Y9pgAgCfVckoY7YasFI29vlB20F1
958MhdBAN1G3IwPL15a54K3t1OWZKglxDZvRd

=4F@1

Note: The characters “----END PGP PUBLIC KEY BLOCK---- is a special
sign for telling that is the end of PGP key data. It is important to include

this part if you import to your key ring.

® There are two main ways for importing the public key.



1. Type “gpg --import” and paste the copied key data to the terminal.
$

% gpg --import
Public Key Server -- Get ~~@x2C94D4ED "'

Version: PGP Key Server ©.9.6

mI@DMEXttwAAAQQASVTFbhgOvyhldAGaSXszWgpHE/Kdh&1G4gEp 1 CO8KUwgk7HL
At4gx9IMcXo4RMRvhONeLKpyTsbApcYwoZtmEZGgInTTQ70nkYakZ1DFaokKGiciy
KzAQZMV(QdpVa0@odmeE fwDydyDLRahoTnDv0GEePas cdxMwu jHYrLiyU10@ABRGE
HUpQQavsSvCaDQyABaWSmb@BgcGNL cnQub3TuanA+iQCVAWUQMEX tt4x1ay4sTNTL

AQE fTAP+MB0JNHX12DruiXudFped4eNr@xY jEMEZ zMmxkkMOmOd4NWSvIxaz 2g+pv
msvyS3jwwjiH6/ sBXdgyL jrhWEmEUBWACc1LIVGPA4g790PWGNKFOGe2r/UspzAsto
Ef/18HChe4U17Y0519H1 oWvMv D/ 76ea/dhISVTWMAD1vL DwkqcWIADBDERAIH+2X
aV7RNSE8ftT4RArquAd9TVZPe4F4+2zB9wWLpwZ@ciR18eQSOCFaxKgl2G51t/BeDDv
RIPMLZi3gfyJAJUDBRALL/kus@HXpV@ohgUBAYESA/WLIfmSIFVaV/YFChCyrBxk
PxfU7Kya]/@zeH+HZEEIo5(9qYs3jIds2Kd+z0kDun8NFY f40pJ] znUPEWrvb4cvm
W5831unY65D8j89+0CEwW1aITliplotbvFxI6ywNRrrsy?3TS5BFLhYDMSmev4s+5x
VYFiv(rZ8+D/I05CKI+6KokAlQMFEDXDKOhGoOpzZ L C/FQEBBAREATIGZ dFLwms+Z
RKjrekbditrZHqUI1KgBMfHtIhywun+jpV1iHrn96EZkZnvTQIyClfd2ahlUi4eyE
IMokQreWLoz3ap9DatiATWSE90vHRSXZyvuls1gAYg4EudNzBe+519MvTPoOML 35

Note: Type Ctrl-D after pasting the copy buffer. You'll get message as

below

gpg: key 2C94D4ED: public key "IPCERT/CC =<office@jpcert.or.jp>" imported
g: Total number processed: 1
imported: 1 (RSA: 1)

2. Import from file. Please remember that [FILENAME] should be

written in real filename.

§ cat hoge

% gpg --import [FILENAME]

gpg: key 2C04D4FED: "JPCERT/CC <office@jpcert.or.jp=" 3 new signatures
gpg: Total number processed: 1

apg: new signatures: 3
gpg: public key of ultimately trusted key 36C268A3 not found

: 3 marginal(s) needed, 1 complete(s) needed, PGP trust model
: depth: @ wvalid: 6 signed: @ +trust: @-, @g, @n, @m, Bf, 6u
g: next trustdb check due at 2009-82-20
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©® Please find that the public key is really imported.

$ gpg --list-keys 2C94D4ED
pub  1024R/2C94D4ED 1997-01-1@

uid JPCERT/CC <office@jpcert.or.jp>

JPCERT/CC <info@jpcert.or.jp>

Note: Make sure that the fingerprint is right.

Use “ $gpg --fingerprint [KeyID]” to show the fingerprint.

5. Encrypt messages.

@D Make sure which e-mail address you want to send. You are going to send to

ww-info@jpcert.or.jp you can get the key from the URL below:
http://pgp.nic.ad.jp/pks/lookup?op=get&search=0x298F386F

$ gpg --list-keys
Sirt/home/keycre/.gnupg/pubring.gpg

1@24R/2C94D4ED 1997-01-10
JPCERT/CC <office@jpcert.or.jp=
JPCERT/CC <info@jpcert.or.jp>

@ Make some file for encryption.

$ echo 'This is a file for encryption' = test encrypt
3 echo "Can you read me ?' »» test_encrypt

i

11


mailto:ww-info@jpcert.or.jp

@ Try to encrypt with you key.

$ gpg --encrypt --armor -r ww-info@jpcert.or.jp test_encrypt
gpg: BASF3658: There is no assurance this key belongs to the named user

pub 2048g/8A5F3658 2005-08-25 JPCERT/CC WN Group <ww-info@jpcert.or.jp>
Primary key fingerprint: 47@F F413 3DCC 5D38 7CAC 3500 8@C4 944B 298F 386F
Subkey fingerprint: 8B43 ©4B7 795E BALE D827 A@A4 CCBS 14A9 BASF 3658

It is NOT certain that the key belongs to the person named
in the user ID. If you *really* know what you are doing,
you may answer the next question with yes.

Use this key anyway? (y/N) y
3

[{

Note: Please type “y” only if you are sure to encrypt with that key.

@ Try to see the encrypted file.

$ cat test_encrypt.asc
BEGIN PGP MESSAGE
Version: GnuPG v1.4.6 (GNUSLinux)

hQIOA8y1FKmKXzZYEAFGAgALpgrs@f35e8KyDN4QkEVxBKSZONFhfZwdeKudol il
LieVnScaugb./qcl/3PTNRxCzsIwzdgwkKBIZDPAQnNyD2 chM/E/IKeiljMrSwaL0G
AUhKocMyqgqzRtDLwb+3bQbFV1fI6dQUIbrwaxYUPKSE®@Idnc7bt14HdOVi/@aDFfd
1a7EQWBSXdRIPSE/ xzkKBz5A3P57 A sYNpj jekkyFcpglusMAKL Ckf/PFG4rUNwv+
d0GnO6R1xRvVGoVFYxkKOSuSPimJEQo2gGPhmmD./ g0 jN+gAWNZ2zAhwzTofayblLcgy
DLx+foosrlbnpSLhx(Q5tBiFowb6JAKSuUlBaSimksTQf9GacBBLSXUY15IqVE4Zcl
WXEG2aBy9KEqAf12DH3he3ReS5+hIF645/Z5A537ZopISBY CcsOQXEDFaX0gs30Rq0
MB1c7U0uS5cszR1JIAZtdl EyERxuwpcV/QYRSBkExRFqIRCL/ZLxeWfm+u3 kgl
79sIP2ZHCZStGHATCANdZASKIRFLXZEGqwsZLdSMcOu3/AgrPIFs@t1/fqzL0elFT
JVZY fhcFdd+hBKvCYQ@ImF rrUDZMgaXvmf BROHIBWAZxX6QuST@rXEjaxEtTuBiH
OYZAMYOAwWUYSZBHBZ zz/0GzhUSyFgNe jgobvzXryK3+0pRxJ1UT L S1kmmvIBENL £
Y dIwAUaXATcUupZMQQ/8v0SquTIkV4cBmHTuOCpddF cW2DvAFkIsGVETGz@/U91L
Tul2Ti@oyEd41UDI3x2I0Agbp PmyuEIWhp cuAGDY4+E794U0pQ3 7KL s4Ga7EZY6
YAxYGkYB8ebajYkGz2uWlHRg6(==

=NsHT

Note: You can not decrypt this file. Do you know why? There is a way to

make encrypted message that you can decrypt with command as below
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gpg --encrypt --armor -r ww-info@jpcert.or.jp -r kamata@test test_encrypt

Note: You can use “-r” option to encrypt multiple public keys as many as

you want.

Sign and encrypt

It should be very easy for you now.

% echo "test test test" > test_encrypt_sign
$ gpg --encrypt --armor --sign -r ww-info@jpcert.or.jp -r kamata@test test_encrypt
gpg: error checking usability stotus of B9FF169EF

gpag: key B89FF169E: secret key without public key - skipped

You need a passphrase to unlock the secret key for
user: "Keisuke Kamata <kamato@test>"
1024-bit DSA key, ID 45EV(146, created 2008-02-21

Enter passphrase:

You can get signed and encrypted message.
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% cat test_encrypt.asc
-—---BEGIN PGP MESSAGE

Version: GnuPG v1.4.6 (GNU/Linux)

hQIOABY1FKmKXzZYEAF/QQsPB64ZW2Zh3Hr127YP+6zEDB3IXFNpuBZcLk@7vZHENp
wh+GVLnU+PDD5 fu+h1QwX/KWN1ij5N]13z4rZUGKRNL /£ T@yZXSaknKhxFsGUriVYw
R36gwa6c2d/ILaiGnLH+RZFkKIga47KMdXhprsMfqdGnlUwpPwéGbLgl L5qHNNQE
bUTuPil+3ruWla7oqB2dul XB4cGkWIrPpY28+qjdl3264p2Rgpl142QYzuBriBzsa
nrTc+dT/HYxEOp+IFvLdXVG/6DPPIGT7gPxka0j50D10Ud4F/CsoIMxRLriS7Yht
dx5z1ThqF42KbrBckP fiudKMM+Y8y(Qb45zbSDEnkbQf/R2N1 fd5AbdoRSLIB1GWNm
uZNFtIPT1//406Z59Q0R8qye8t@0TTAaHoEWSXZ fkrSGsEYsSDFEMY01ibxCiIH6X
E+4IkvaluB3M?voll91619++R4zb/@bwgxuRrglXtxQAPpXgkrR6E292BpHaITLR
XEQVXtVgOws cIa+nZmeDEm@EVmMGInxKF1GTVUH4DyQvZYbR]sBVEDbySn/7rf@./qQ
tfxfrx/pyVsNG3HLHmWnLhMUPStn6ecA2de8ng41e INNIUDASwwgpePN2BhUGX WA
00uT4gD@rlsZXRRkz31z12F5Vid/dzbsKks3WwxCMAY JMTLuX4FT5zYB jpUsulwr
wIUCDgPeApwbIuDmzxAH/J3dWk7 rezkRHdyQK81W/JUFEPWyIoCrZKtYQuaDT/Mb
mj6pmtwacRNldcwIUgycGLqt0zjqj4bNamXLm1ZH/UIUkhzqc@7tfiBrASENSYKh
fbEARGSTHY@SmXFUtr5]bmAYGbWIAYaUQLWRASqIfY 2bdx/Wul5f2c3udtZpOflyY
mr9BmdnAuIM5822ARNI0rxdX+vcisXoTYYMGBICxBuGoFqgAOf fwTIXMcfsYdjyi
ztWSTol33eFaS1p8BPIPLwOWRIIMXNHODYYUYPyhiykFBp7LgASmc6yj81drIQES
D145dKjUGton36GQELx8rTkxfR74sQ8qU/0k10zf20AH/ 11 7vwMBGGyXKvawF 1P
M4q5ZhH3fkEwdaF+jhfIgWuiSp/kKMHRcTTKwf4RRLho+UTs1loJAg3bsVAwGuhIjo
No@dBgH/XzwlFoPKyo jMxTAwvDh31UKk831pieyHw(7uZ fUSREbHUWL7h4 1yperX
qlHgN6XvhVHioaW+4rl/+dbmVLrdL r8xi0AkfMyRPhsWiL7HYi4c3jogCfj+MAPS
Kyhbac5g2DoYXNLGGIH1d91ivwWOMRSKXMckcIFmyy5uxCD30asdtrVzQEMmABxGBn
rfl+6rf4bn/1c97kK5BSOQ6REETSMTVY 1ahrUBS@HICTOVX6tm7BchojodFd@nwP
3oL SuwEWNQUsdnUjZ2/dEF8]j2aw/0x/DK2kremQLgqipCeddI1waTh/KN/52x FsQ@
JTVrZLOvPE1GHizUj2gdYTIuUStkOF1Fn1RM41eYt8kGcinblbR/FHsQ9XPzZaEoa
VimofVSsKALFiUPZZPY Y rwomhWeccZCOZkquxriWfkwvKKee3ghSH+hRWL cUB7Gm
ykxYLCF3/MfBcB44PSezGNg71h9/W169GEVDzQLOXbx IMV410ISItv(QISS5bTKgg=
=QNQT

14



HOME WORK

1. Find some friend and exchange each public key.

Hint: Export your publickey with “gpg --export --armor KeyID”

% gpg --export --armor kamata@test
BEGIN PGP PUBLIC KEY BLOCK
Version: GnuPG v1.4.6 (GNU/Linux)

mQGiBEe9bLARBAD?MAUGIUz1 /88VyHp SXLyabPDPGo1i6GZ Tx4KF1NiE2BPLEMKAS
p3u+V2SAzCKWKavFOBdhumHd 1 Qu2kHBEdBdkN2VLPPQ@2KUeD9b T1i KuNkXL spzHA
wvuCobwcO4xVONEMONPx181iuk?SOh17Y 1pcYWUB 1t ruI+GTEgNMS Cpas7vwlgqR28

se/ZNhaWhnbLUjkKbVcjGDiBEAMbiVTl ledu/ cQo@t fsCME4hKuBGc4bpF+KHVEWE
yagMwEwz tMCWLK2ZHExG3 Ty Pk 79RhQY gQ4v2al150]154H1p 1 Q/LvjZTDKD 220H7 C
pABPFi+1iQ4viGLLEATy. XrZ fHK7 cOtam+A7DietE9L 91 cspDBudxARQVANWOI5Zg
SWh3BACEs2t0smlGFCrnlSKsnY cvB/zJ8hlnhKuQ4NnPRaBu5s4F881 jsWiwal3V
MIAGaWZ fmp./ px7xrv2eBOD+vYEivBamUUTcgNNXHAUFDAFzni 2 1Ki E47@hmL +4+w
opnk@BEgBmdglpg84zdg3g2 fnuzyIF4TeltohFx30BesZISwrMLQcS2Vpc3VrZSBL
YW1hdGEgPGthbWF@YUB@ZXN@PohmBBEMRAgGAMBOIHVIWywAhsDBQkB4TOABgsICACD

2. Try to encrypt with your friend’s public key and sign with your private key

3. Give the text data to your friend in some way (ex. E-mail)

4. Get the signed and encrypted message from your friend.

5. Try to decrypt with you private key and verify the message.

To decrypt the file: gpg —decrypt [filename]
To verify the file: gpg —verify [filename]
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ADVANCED

1.

2.

SIGN someone’s public key
$ gpg --sign-key

$ gpg --sign-key
usage: gpg [options] --sign-key user-id

$ gpg --sign-key ww-info@jpcert.or.jp

pub 10824D/298F386F created: 2005-88-25 expires: never
trust: unknown validity: unknown

sub 2048g/BA5F3658 created: 2005-88-25 expires: never

[ unknown] (1). JPCERT/CC WW Group <ww-info@jpcert.or.jp=

gpg: error checking usability status of 89FF169E
apg: key B9FF169E: secret key without public key - skipped

pub 1624D/298F386F created: 2005-08-25 expires: newver usage: 5C
trust: unknown validity: unknown
Primary key fingerprint: 47@F F413 3DCC 5D38 7CAC 3580 B0C4 944B 298F 386F
JPCERT/CC WW Group <ww-info@jpcert.or.jp=>

Are you sure that you want to sign this key with your
key "Keisuke Kamata <kamato@test>" (45E7C146)

Reall

SIGN for some binaries with detached signature file.

3 echo "hoge"> test_detach

% gpg -b test_detach

gpg: error checking usability status of 89FF169E

gpg: key 89FF169E: secret key without public key - skipped

You need a passphrase to unlock the secret key for
user: "Keisuke Kamata <kamato@test="
1824-bit DSA key, ID 45E7(C146, created 2008-82-21

$ 1s -1 test detach*

-rw-r--r-- 1 keycre users 5 2008-82-21 21:58 test_detach
-rw-r--r-- 1 keycre users 65 2008-82-21 21:59 test_detach.sig
3

Note: The .sig file is a detached signature file. See how to verify.

$ gpg --verify test_detach.sig test_detach
gpg: Signature made 2008 0ZH21H Z1IEE59703#F IST using DSA key ID 45E7C146

gpg: Good signature from "Keisuke Kamata <kamaotoBtest="

i
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3. Symmetric cipher encryption

% echo hoge > test_symmetric

% gpg —-symmetric test_symmetric

Enter passphrase:

To decrypt

$ gpg --decrypt test symmetric.gpg
gpg: CASTS encrypted data

gpg: encrypted with 1 passphrase

hoge
gpg: WARNING: message was not integrity protected
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