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Philosophy of CSIRT

Remember the following

� One should be a passionate problem Solver

� Possess problem Identification skills

� Objectivity and accuracy of information is important

� Dissimulation of the truth



As coordination center, be aware of 

� Political agendas Interference.

� Lack of Collaboration.

� Funding depends on political agendas.

� Several other problems

Facts

� Several other problems

You have to deal with them



National POC CSIRT

� National Focal point within a country to coordinate incident 

handling activities

� Analyze incident and vulnerability information along with other 

teams, vendors, and technology experts to provide assessment teams, vendors, and technology experts to provide assessment 

for your constituency and communities

� Bridging the gaps – brings together multiple different sectors 

(cross domain, cross public private sectors, cross boarder)

� Developing mechanism for trusted communication for your 

community



� Respect the confidentiality of information

� Respect the Intellectual property laws

� Set crystal clear information handling policy

� Ensure objectivity and accuracy of information

� Provide useful information - reactive Mitigation

Trust

� Provide useful information - reactive Mitigation



Fact :- My Security depends on your security and Your 

Security depends on mine

This implies: Collaboration and Web of trust

1. Collaboration

� Security is not competition

Security Culture in CSIRT Community

� Security is not competition

� Share expertise/Resource

� Best practices

2. Web of TRUST

� Most important thing for CSIRT

� Reputation business – you live or die with this



Timely manner of coordination

� Support each other

� Learn from mistakes

� Do not stop the information rather

� Information gathers where information flows

Identifies Stakeholders

� How well you connected with your stakeholders with trust is 

a key



Remember:-

You are part of the inter depending network so 

Let’s work together to make the global Let’s work together to make the global 

infrastructure more safe place




