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Why Nagios

Open source

Relatively scalable, Manageable, Secure and more
Best documentation available

Good log and database system

Nice, informative and attractive web interface
Very flexible

Alerts automatically sent if condition changes

Various notification options (Email, pager, mobile
phone)




Why Nagios

I ——
« Avoidance of “Too many red flashing lights”

« “Just the facts” - only want root cause failures to
be reported, not cascade of every downstream
failure.

also avoids unnecessary checks

e.g. HTTP responds, therefore no need to ping

e.g. power outage, no ping response, so don't
bother trying anything else

Services are running fine no need to do check if
the host itself is alive




What Can it Do?

- Individual node status
v Is it up?
«~ What is its load?
«~ What is the memory and swap usage?
« NFS and network load?
« Are the partitions full?
« Are applications and services running properly?
« How about ping latency?
- Aggregated node status
» Same info, but across groups of nodes




What Can it Do?

A lot, including:

Service monitoring
Alerts from SNMP traps
Monitoring redundancy

Detection of primary failure to
avoid multiple like alerts.

Notifications via email, pager,
etc.

Notifications to individuals or
defined groups

Log information

I ——
Use databases to store history

Graph generation from MRTG

Very extensible via plug-ins,
add-ons and local scripts.

Can scale to large installations
Allows for redundant monitoring

Aggregation of like-data across
multiple nodes.

Ability to escalate alerts
Runs on multiple Unices

Licensed under GPL v2
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NAGIOS - NOTIFICATION FLOW DIAGRAM

BIG BOY NAGIOS NAGIOS PROGRAM WIDE
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Nagios Configuration

nagios.cfg ® Nagios Daemon Apache httpd.conf
@ main config file that defines other - apache include file describing how
files, logging, events etc. to display nagios web pages
H oints apache at agi files secured b
interprests files using macros defined in N aglos Cgl Cfg P P % Y
refers to Conflguratlon Files parameters customizing the .htaccess
all orther resource cfg BELET I i WED PRI apache security definition
config . o
files macros referred to in other files authorizes detailing allowed users
e.g. 3USER1S% = nagios home dir . users
refers to central configuration file defned in authenticates Users defined in
LJ
htpasswd.users
people authorized to in parts of
nagios and their passwords
hostgroups.cfg
have someone to complain to groups hosts into types for
alerting and display purposes
contactgroups.cfg
= contacts are grouped since we
need some support redundancy olto - are grouped by type into
d escalations.cfg
iIf something breaks and is not fixed
who can we complain to next
e ® hosts.cfg
e run » central monitoring component
of on along with services
[ ] hosts may
— appear broken
are maintained by 3 i
hosts break
contacts.cfg happen ;rqzcked
& people that we can call on to fix | LFunExed by
hosts and services reaxage .
* _ happens to dependencies.cfg
W'ﬂ ® sometimes things wrongly appear
Wg:e e cfg dead because somthing else broke
are fo"iWing = central monitoring com ponent =3
rirEr EiLTE along with hosts o T
by v ® appear broken
if other
timeperiods.cfg function within EETIEEE TR
k J for example "work hours" or -
= "24 x 7" or "overtime" are ¥
misccommands.cfg e
R by checkcommands.cfg
—

how to check hosts and services
are working
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- Nagios Status Detail
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Tactical Overview Of Nagios

% https://thuldai.mos.com.np/nagios/cgi-binjtac.cgi

# Passive Checks:
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Service Detail of Nagios

B Current Service Status - Mozilla

File Edit View Go Bookmarks Tools Window Help
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Service Types

Ll Current Service Status -
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< second responses nme
. SNMP OK: 1 MIN-Load:0.08
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Frcc-h-h:m-::-rwﬁﬁ OK 02-01-2004 10:22:51 3d 22h 46m 3 8= 13 SNMP OK: Ram-Free:3 B0E,
. SNMP OK: 1 MIN-Load:0.18
Load ﬁg OK 02-01-2004 10:22:18 3d 22h 48m 34s 113 i
= : A SMIN-Load:0.19, 1 SMIN-Load:0.18,
POP OF - 0028 second response timdg
POP 0K 02-01-2004 10:23:07 3d 22h 46m 3 8s 1/3 port 110 [+0K
<REIZ. 107561041 5@ kopila. mos.com
Ping ﬁgcﬂ: 02-01-2004 10:25:58 3d 15h Tm 155 143 f::m OK - Packet loss = 0%, RTA = i
- [l o o= ¥ =
Koshi & ring ﬁ% OK 02-01-2004 10:22:37 1d 13h 37m 43s 143 PING OK - Packet loss = 0%, RTA
Im=
4] T [ [»
[ = & E] | Done =) =
e -&;_-.:. "‘-_""q'] il o, -’--j«,\ —u | | | D illa-hi | 2 dh b .
= & 2 8 Oy A Mozilla-bi | 3 [root@dhr Sun Feb 01, 9:56 PM




o )
Namche Pumari atha
o pJpUp dp

Windows_Serwers

Up
Unix_Servers

Status Map of MC Network From Nagios
L

OpenBsD_Servers

los

Magios Process

FrC—-LEASE

Omg—cat—255
—

Do
g
——— —
—
1 Brj—pml
— = U
Uk CHIMEZE-EMBAZSY-LEASE B
Fo. U oE
L
U oy
Dmg—cat—z251-255 NDRLDBHNK R
U sDoun
U
Sdr—zZ0zqd
Omg—cat-251
Up
STAMN-COMP

Up
Gw—7208
U

-
Ktp—cat-251

Up

Kt,p

-
N1 —S5300 \
Up E
Sdr—rti\ Laz—rtl
U
S 5300 11nk43
Kt ban—kbr
/////UFj \\KtFj plkt:p B Cat 53 = Up

Up
1i
M3l -5300-1ink2
Up

e Laz—nxl-linkl
Sar—5300
Up \\\
/ Up \\
MOAL
[ =l i s
N 7

Llrup EBL yEPR

/
HOTEL-RADISSOMN
Up

SR I ICTMOD-R |

PR UR UFUp orSE%VINGMINDS MIDA WS 443211

Ban—ktp—hbr
U
HEr s | Do g I I I L

Prm—S300
g \\R
Prr-g3oo-1inkz *T

=R
Up |
Up F
Ban—cat
Up

Eaz—cne€
Laz—kDown ~ i e
Pth—rti Uk -
Up \
Ups
eEIRTSEHEIUL CHINESEU; a55v
Cr Up RST
ISP T o
Pul-ZE10 M Lk RUF
Up e
E PLAN—-RADIO
Up
Barn—cnet
HOTEL—-EVEREST @
up Up
Pul i
& —— i Pul-—
6£D = s
PWINROCK T~ U

i -
it |
DDmrUplown'erp =

HIMALMEDIA
UNICEF— CD
WL E

[H]
Upr =

‘@C—RHDID
U
RHEPAL—KTH

LE L |
UNICEF—JrAW
Up




Status Overview from nagios
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Status Summary Based On

Ll ac~dsamvmanssm
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Host Trends or Status History

state History For Host “Don_Bosco’
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Histogram Of Host

Event Hiztory For Host “Don_Bosco”

Histogram Thu Jan 1 00:00:00 2004 to Sun Feb 1 00200100 2004
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Event Logs

Q@@@ % https://thuldai.mos.com.np/nagios/cgi-bin/showlog.cgi EEN ||

Current Event Log Lu.g Fi!E I OMer Entries First:
Last Updlated: Sun Feb 1 12:15:31 NPT 2004 Latest Navigation Update | E
Magios® - www.nagios.org Archive Sun Feb 1 00:00:00
Logged in a=s divmba NPT 2004 0
. 5
FPresent..

File: fusr/loca Vnagios'va r'nagios. log

February 01, 2004 12:00

[EYZ-00] - 2004

J
L

28| HOST NOTIFICATION: Amod: WORLDBANK-R:DOWM:hosl-notify-by-email:PING CRITICAL - Packel loss = 1 00%
[y 2= - 2004

J
L

(2B HOST MNOTIFICATION: Amod:WORLDEBEANK-R:DOWM:hos-notify-by-epager:PING CRITICAL - Packet loss = 100%
[Er2-01-2004

b
L

(2B HOST NOTIFICATION: DeepakAWORLDBAMNE-R:DOWM:hosl-nolify- by-epager:PING CRITICAL - Packel loss = 100%

b
L

[EY2-00] - 2004 (2B HOST NOTIFICATION: Krishna:WORLDBANE-R:DOWM:host-notify-by-epager:PING CRITICAL - Packel loss = 100%

[Cr2-01-2004

J
L

2T HOST MOTIFICATION: Nirgjs WORLDBANK-R:DOWN host-notify- by-emai:PING CRITICAL - Packet loss = 100%
[ 2-0]-2004

J
L

(271 HOST NOTIFICATION: PrabhuWORLDBAMNE-R:DOWMN:hosl-notify-by-epager:PING CRITICAL - Packel loss = 100%
[y 2= - 2004

J
L

27 HOST NOTIFICATION: Ravin:WORLDBANE-R:DOWHN host-notify-by-emai :PING CRITICAL - Packet loss = 1005

J
L

[ 2-0] - 2004 (27 HOST NOTIFICATION: RavintWORLDBAME-R:DOWM hosl-notify-by-epager:PING CRITICAL - Packel loss = 100%

[EY2-00] - 2004

J
L

27 HOST NOTIFICATION: Upendra WORLDBANK-R:DOWMN:host-notify-bhy-email:PING CRITICAL - Packel loss = 100%

EETTES TR IR YIS I TS B TR B AT I FT BE F TS I Y

L [O2-0]-2004

o
o

2:12:16] SERVICE ALERT: SDC:Ping: WARMING HARD: 1 :PING WARNIMNG - Packet loss =60%, RTA = 23.73 ms
[ 2-0] - 2004

l
l

2:12:16] HOST ALERT: SDC:DOWN:HARD: 1 :PING CRITICAL - Packel los= = 100%

Id

[ 20 - 2004 (11:09] SERVICE ALERT: Hid-vsat:Ping WARNIMG HARD 3 PING WARMNING - Packet loss = 40%, RTA =674.22 ms

| [OZ2-01-Z2004

2:10:26] SERVICE ALERT: Hid-lease: Ping WARMING HARD 3 (PING WARMING - Packel loss = 40%, RTA =385.85 m=

CCcOCAAAAAAAAL

[2-01-2004 12:08:558] SERVICE FLAPPING ALERT: WORLDBANK-R:Ping:5TOPPED: Service appedars 1o have stopped flapping (3.8% change < 5.0%
threshold)
[2-001-2004 12:08:49] HOST NOTIFICATION: Gy anu:Hid-lease: UP host-notify-by-email :PING OK - Packet loss = 30%, RTA =357.24 ms

=%

[OZ2-01-2004 12:08:48] HOST NOTIFICATION: [shwar:Hid-lease:UP host-notify-by-email:PING OK - Packel loss=30%, RTA =357.24 m=s

AdA

IR IEFTTES BEETIS B F TN

[(2-01-2004 12:08:48] HOST NOTIFICATION: Kedar:Hid- lease :UP:hos-notify-by-cpager:FING OK - Packet loss = 30%, RTA =357.24 m=

[O2-01-2004 12:08:48] HOST NOTIFICATION: MSury a:Hid-lease: UP hosi-notify-by-emai:PFING OK - Packel loss =30%, RTA =357.24 ms =




Who 1s Notitied?

QLOVQ

% httpS:,chuIdai.mus.cum.npﬁnagiﬂsfcgi—binfnﬂtificatiﬂns.cgi?cuntact=al|

EN = e

Contact Notifications

MNagio=® - www nagios.org
Logged in as dhmba

Last Updated: Sun Feb 1 12:07:59 NPT 2004

Latest

WORLDEANEK-R MN/A

Archive

=

All Contacts

Log File
MNavigation
Sun Feb 1 bbbz
MPT 24

FPresent..

File: fusr/loca Vnagios'yar/na gies. oz

bost—— [Servieeiype [Time |Contact|Notification Command|information |

UE 01-2004 11:13:12 Amod

host-notify- by -email

WORLDBANK-R N/a  [STIOONE 02-01-2004 11:13:12 Amod  hosi-notify-by-epager
WORLDBANK-R N/a  [OSTIDEWN 02-01-2004 11:13:11 DeepakA host-notify-by-epager
WORLDBANK-R N/a  [ISTIDEWNN 02-01-2004 11:13:11 Krishna  host-notify-by-epager
WORLDBANK-R N/a  [OSTIBEWHN 02-01-2004 11:13:11 NirajS  host-notify-hy-email
WORLDBANK-R N/a [T 02-01-2004 11:13:11 Prabhu  host-notifv-by-epager
WORLDBANK-R N/a  [OSTIDOWN 02-01-2004 11:13:11 Ravin  host-notify-by-email
WORLDBANK-R N/a  [STIDEWN 02-01-2004 11:13:10 Ravin  host-notify-by-epager
WORLDEANK-R N/a  [HOSTIDOWN 02-01-2004 11:13:08 Upendra  host-notify-by-email
Laz-cnet wia  [FOSTEEWE 02-01-2004 11:07:49 Amod  host-notify- by-email
Laz-cnet na  [FOSTBEWHN 02-01-2004 11:07:49 Amod  host-notify-by-epager
Laz-cnet wea OETIBENE 02-01-2004 11:07:49 DeepakA hosi-notify-by-epager
Laz-cnet nia  [OSTIBEWHN 02-01-2004 11:07:49 Krishna  host-notify-by-epager
Laz-cnet nia  [FOETEEWE 02-01-2004 11:07:49 Prabhu  host-notify-by-epager
Laz-cnet WA HOSTIBOWHN 02-01-2004 11:07:48 Ravin  hosi-notify-by-email
Laz-cnet wia  [FOSTIBEWN 02-01-2004 11:07:48 Ravin  host-notify-by-epager
Laz-cnet nia  [OSTIBEWHN 02-01-2004 11:07:48 Upendra  host-notify-by-email
Hid- lease wea  [OETIBEWE 02-01-2004 10:56:06 Gyanu  host-notify-by-email
Hid-lense EEETEEWN 02-01-2004 10:56:06 Ishwar  hosl-notify-by-email

ﬁ%@ilb

Motification detail level for all contacis:

IAII notifications
O lder Entries Firsi:

-

=
Update |
@

PING CRITICAL - Packet loss = 100%
FING CRITICAL - Packet loss = 100%
PING CRITICAL - Packet loss = 100%
PING CRITICAL - Packet loss = 100%
FING CRITICAL - Packet loss = 100%
PIMNG CRITICAL - Packet loss = 100%
PING CRITICAL - Packet loss = 100%
FING CRITICAL - Packet loss = 100%
PING CRITICAL - Packet loss = 100%
PIMG CRITICAL - Packet loss = 100%
FING CRITICAL - Packet loss = 100%
PING CRITICAL - Packet loss = 100%
PIMNG CRITICAL - Packet loss = 100%
PING CRITICAL - Packet loss = 100%
PING CRITICAL - Packet loss = 100%
PIMNG CRITICAL - Packet loss = 100%
PING CRITICAL - Packet loss = 100%
FING CRITICAL - Packet loss = 100%
PIMNG CRITICAL - Packet loss = 100%
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Notification Email Sample

From: nagios@thuldai.mos.com.np

To: "l1shwars@mos.com.np" <ishwars@mos.com.np>
Subject: Host DOWN alert for WORLDBANK-L!
Date: 05/02/04 11:09

kxkxkk Nagilos *****

Notification Type: PROBLEM

Host: WORLDBANK-L

State: DOWN

Address: 202.52.239.70

Info: PING CRITICAL - Packet loss = 100%
Date/Time: Thu Feb 5 11:06:38 NPT 2004




Nagios configuration files

» Located in /usr/local/etc/nagios/

* Important files:

- cgi.cfg controls the Web Interface
options security

- commands.cfg commands that Nagios
uses to notify

- nhagios.cfg main Nagios configuration file
- conf.d/* the core of the config files




Nagios configuration files

I ——
Under conf.d/*, files “xxxx_nagios2.cfg”:

contacts users and groups
generic-host “template” host (default)
generic-service “template” service
hostgroups host group definitions
services which services to check
timeperiods when to check and notify




Nagios plugin

configuration

« /etc/nagios-plugins/config/

apt.cfg
disk.cfg
ftp.cfg
load.cfg
news.cfg

ntp.cfg
procs.cfg
ssh.cfg
telnet.cfg

dhcp.cfg ping.cfg
dummy.cfg real.cfg
http.cfg tcp udp.cfg
mail.cfg users.cfg
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plugin
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net—group 24x7
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notification
type

amail

notify—by—email
notify—by—pager



Concepts: parents

 Hosts can have parents

- Allows one to specify which dependencies
there are in the network

- Avoid sending alarms if we cannot know
the state of a host...
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BROWSER MNOTIACATIONS
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Nagios Resources

Nagios Home
http://www.nagios.org/

Nagios Plugins and Add Ons Exchange
http://www.nagiosexchange.com/

Nagios Tutorial for Debian
http://www.debianhelp.co.uk/nagios.htm

Nagios Commercial Support
http://www.nagios.com/




Questions?




